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This NETAPHOR SOFTWARE, INC. End User License Agreement ("EULA") is a legal agreement
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INC. for the MetaConsole ™ software product identified above, which includes computer software and
associated media and printed materials, and may include "online" or electronic documentation
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parties. NETAPHOR reserves any rights not expressly granted to LICENSEE.
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and/or in other NETAPHOR SOFTWARE, INC.-provided materials.

9. NO WARRANTIES. To the maximum extent permitted by applicable law, NETAPHOR expressly disclaims
any warranty for the SOFTWARE PRODUCT. The SOFTWARE PRODUCT and any related
documentation are provided "as is" without warranty of any kind, either express or implied, including,
without limitation, the implied warranties of merchantability or fitness for a particular purpose. The entire
risk arising out of use or performance of the SOFTWARE PRODUCT remains with LICENSEE.
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support for the SOFTWARE PRODUCT.

10. LIMITATION OF LIABILITY. IN NO EVENT SHALL NETAPHOR OR ITS SUPPLIERS BE LIABLE FOR
ANY SPECIAL, INCIDENTAL, INDIRECT, OR CONSEQUENTIAL, PUNITIVE OR MULTIPLE DAMAGES
WHATSOEVER, WHETHER IN CONTRACT, TORT OR OTHERWISE (INCLUDING, WITHOUT
LIMITATION, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION, LOSS OF
BUSINESS INFORMATION, OR ANY OTHER PECUNIARY LOSS) ARISING OUT OF THE USE OF OR
INABILITY TO USE THE SOFTWARE PRODUCT OR ACCOMPANYING PRINTED MATERIALS OR
DOCUMENTS OR THE PROVISION OF OR FAILURE TO PROVIDE SUPPORT SERVICES, EVEN IF
NETAPHOR AND ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES,
OR IF THE DAMAGES ARE FORSEEABLE. IN ANY CASE, NETAPHOR's ENTIRE LIABILITY UNDER
ANY PROVISION OF THIS EULA SHALL BE LIMITED TO THE GREATER OF THE AMOUNT
ACTUALLY PAID BY LICENSEE FOR THE SOFTWARE PRODUCT OR U.S.$5.00; LICENSEE
ACKNOWLEDGES THAT THE LICENSE FEES REFLECT THIS ALLOCATION OF RISK. BECAUSE
SOME STATES AND JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF
LIABILITY FOR CONSEQUENTIAL OR INCIDENTAL DAMAGES, THE ABOVE LIMITATION MAY NOT
APPLY TO LICENSEE.

11. GOVERNING LAW. This License Agreement shall be construed and governed in accordance with the
laws of the State of California. Should any term of this License Agreement be declared void or
unenforceable by any court of competent jurisdiction, such declaration shall have no effect on the
remaining terms hereof.

12. COSTS OF LITIGATION. If any action is brought by either party to this License Agreement against the
other party regarding the subject matter hereof, the prevailing party shall be entitled to recover, in addition
to any other relief granted, reasonable attorney fees and expenses of litigation.

13. NO WAIVER. The failure of any party to enforce any rights granted hereunder or to take action against the
other party in the event of any breach hereunder shall not be deemed a waiver by that party as to
subsequent enforcement of rights or subsequent actions in the event of future breaches.

14. U.S. GOVERNMENT RESTRICTED RIGHTS. The SOFTWARE PRODUCT and documentation are
provided with RESTRICTED RIGHTS. Use, duplication, or disclosure by the U.S. Government is subject to
restrictions as set forth in subparagraph (c)(1)(ii) of The Rights in Technical Data and Computer Software
clause at DFARS 252.227-7013 or subparagraphs (c)(1) and (2) of the Commercial Computer Software -
Restricted Rights at 48 CFR 52.227-19, as applicable. The Manufacturer is NETAPHOR SOFTWARE,
INC., Irvine, CA 92618.

YEAR 2000 STATEMENT

NETAPHOR SOFTWARE, INC. considers a product Year 2000 compliant if the product, when used in
accordance with its associated documentation, is capable of correctly processing, providing, and/or receiving
date data within and between the 20th and 21st centuries, provided that all products (for example, hardware,
software and firmware) used with the product properly exchange accurate date data with it.
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Overview

A management console is a single tool used to manage entire networks. It is a framework
within which device- or service-specific management modules can share a user interface,
alarm monitoring, and other basic functions. Popular management consoles include

Microsoft Management Console (MMC), HP OpenView, Tivoli Enterprise, and CA
Unicenter.

MetaConsole technology enables development of a single client module that works with
multiple management consoles and multiple network protocols on multiple platforms. In
addition, MetaConsole J permits a Java-enabled Web browser (or custom Java
application) to function as a console.

This guide describes how the MetaConsole client manages devices with a standard printer
MIB.

Standard Printer MIB

A management information base (MIB) is a collection of managed objects. A MIB is
often represented as a tree with branches of related objects. The objects, or leaves on the
tree, are variables that represent information about network devices and interfaces.

MetaConsole supports the industry-standard printer MIB as well as the Internet-standard
MIB-II. The client that this guide describes manages standard MIB entities only.

MetaConsole Documentation

For any type of device you want to manage using MetaConsole, there are two relevant
documents in the suite of MetaConsole documentation:

» A getting started guide describing MetaConsole’s components and explaining the
requirements, installation steps, and other details specific to the management
environment

* Aclient user’s guide describing how the MetaConsole client manages the
particular type of device

You are reading the client user’s guide for standard MIB devices. Chapter 1 introduces
the client, and Chapters 2 and 3 contain instructions for using the client to manage
network entities.
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Chapter 1.

About the Client

The MetaConsole client provides management for all standard printer MIB entities. Its
main functions are

Searching the network to discover supported entities
Maintaining a list of entities
Allowing you to view and change entity-specific settings

Reporting protocol and routing details useful for troubleshooting

The client window has two panes. You use the navigation tree in the navigation pane on
the left to select the information you want displayed in the details pane on the right.

The navigation tree includes

A Help node for online help for MetaConsole server

A Configuration node for configuring high-level MetaConsole settings
For information, see the getting started guide for your console.

A node for each MetaConsole server

Each MetaConsole server node contains

= Version Information, Service Providers, and View Alarms nodes for
that MetaConsole server

For information, see the getting started guide for your console.
= A node for each type of device that MetaConsole manages
The Standard Printer MIB Devices node contains

= A Help node for online help specific to managing standard MIB
devices

= A Configuration node for configuring discovery and alarms
related to standard MIB entities

For details, see Configuration below.
= A node for each standard MIB entity
For details, see Device Node on page 3.

Configuration

The Configuration node for standard MIB entities includes

Discovery Ranges — IP address ranges within which devices are to be discovered
Blocked Ranges — IP address ranges to be excluded from discovery

Manual Discovery — IP addresses of manually added devices

Alarm Management — events that are to trigger MetaConsole alarms

Rates and Timeouts — refresh rate, poll rate, and timeout settings
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Device Node

The node for each entity includes

Write Community — the entity's Write Community string

Status — detailed status of device components, plus the names of the device,
service person, operator, and vendor

Printing —

= The type and status of each paper cassette, and an approximation of how full
the cassette is

= The type and status of each output tray
= Information about device interpreters and print data channels

= Details about marking technology, such as the number of process colors
supported and the toner level

Components — information about hardware components, such as memory, as
well as options to change the device’s name and location and the names of the
current operator and service person

Networking — information about the entity’s interfaces, including type, physical
address, and status, as well as detailed information about any or all of the
following network protocols: IP, TCP, UDP, ICMP, and SNMP

Host Utility — the embedded application on the device, if present
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Chapter 2. Configuring the Client

This chapter presents procedures for configuring the client’s behavior regarding standard
printer MIB entities managed through a particular MetaConsole server. For information
on higher-level configuration — configuration of MetaConsole servers generally and of a
particular MetaConsole server’s treatment of all devices — see the getting started guide
for your console.

At this level, you can configure
» Device discovery
e The events that trigger alarms
* Rates and timeouts

The standard printer MIB service provider’s configuration settings are maintained by the
MetaConsole server and are not client specific. All clients use the same values; if any
client changes a particular setting, the change affects all clients that use that setting.

Specifying IP Address Ranges to Include in Device Discovery

For each MetaConsole server, you specify ranges of IP addresses for automatic device
discovery.

To add a range of IP addresses for device discovery:

1. Inthe navigation pane, expand the Standard Printer MIB Devices node and the
Configuration node, and click Discovery Ranges.

2. Under Add New Discovery Range, in the Start Address boxes, type the lowest IP
address in the desired range.

3. Inthe End Address boxes, type the highest IP address in the desired range.
4. Click Add.
To remove a range of IP addresses:

1. Inthe navigation pane, expand the Standard Printer MIB Devices node and the
Configuration node, and click Discovery Ranges.

2. Under Auto Discovery Range List, click the start address or end address of the
range to be removed.

3. Click Remove.
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Specifying IP Address Ranges to Exclude from Device Discovery

If a range of addresses is not specified as described above under Specifying IP Address
Ranges to Include in Device Discovery, MetaConsole does not discover devices with IP
addresses in that range. So in general, it is not necessary to explicitly exclude a range of
addresses. However, excluding a range can be useful. For example, if you want
MetaConsole to discover devices between 10.0.0.40 and 10.0.0.80 except for 10.0.0.52
through 10.0.0.56, you can include the large range but exclude the small range.

To exclude a range of addresses from device discovery:

1. Inthe navigation pane, expand the Standard Printer MIB Devices node and the
Configuration node, and click Blocked Ranges.

2. Under Add New Blocked Range, in the Start Address boxes, type the lowest IP
address in the desired range.

3. Inthe End Address boxes, type the highest IP address in the desired range.
4. Click Add.
To remove a range from the list of excluded ranges:

1. In the navigation pane, expand the Standard Printer MIB Devices node and the
Configuration node, and click Blocked Ranges.

2. Under Blocked Discovery Range List, click the start address or end address of the
range to be removed.

3. Click Remove.

Manually Adding or Removing Individual Devices

In addition to specifying address ranges for automatic device discovery, you can
manually add addresses to the list of discovered devices.

To manually add a device to the device list:

1. Inthe navigation pane, expand the Standard Printer MIB Devices node and the
Configuration node, and click Manual Discovery.

2. Inthe Device Address boxes, type the device’s IP address.
3. Click Add.
To delete a manually added device from the device list:

1. Inthe navigation pane, expand the Standard Printer MIB Devices node and the
Configuration node, and click Manual Discovery.

2. Under Manual Device List, click the IP address you want to delete.
3. Click Remove.
To delete all manually added devices from the device list:

1. Inthe navigation pane, expand the Standard Printer MIB Devices node and the
Configuration node, and click Manual Discovery.

2. Click Remove All.
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Specifying Events to Raise Alarms

MetaConsole enables you to select events that will result in alarms. An event is just a
change in information of the selected type. For details about the form that the actual
alarm takes, see the getting started guide for your console.

To select events that will raise alarms:

1.

2.
3.

In the navigation pane, expand the Standard Printer MIB Devices node and the
Configuration node, and click Alarm Management.

Select the check box for each type of information you want alarms generated for.
Click Apply.

Specifying Rates and Timeouts

To set rate and timeout values:

1.

In the navigation pane, expand the Standard Printer MIB Devices node and the
Configuration node, and click Rates and Timeouts.

In the Discovery Refresh Rate list, click how often the client should refresh the
navigation pane’s list of discovered devices.

In the Alarm Poll Rate list, click how often the client should poll for alarms.

Greater numbers of devices require a greater value for Alarm Poll Rate, due to the
increased network traffic.

Click Apply.
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Chapter 3. Using the Client

This chapter presents simple procedures for displaying and changing information about
devices and network protocols.
Editing the Write Community String
To configure the entity's Write Community string:
5. In the navigation pane, expand the entity’s node and click Write Community.
6. Inthe Write community box, type the string.
7. Click Apply.

Displaying Status of the Managed Entity
To display the status of a managed entity and its components:
- In the navigation pane, expand the entity’s node and click Status.

Displaying Cassette Information
To display information about paper cassettes:
- In the navigation pane, expand the entity’s node and the Printing node, and click
Cassettes.
Displaying Tray Information
To display information about output trays:
-> In the navigation pane, expand the entity’s node and the Printing node, and click
Trays.
Displaying Interface Information
To display information about the printing interface:
- In the navigation pane, expand the entity’s node and the Printing node, and click
Interface.
Displaying Marker Information
To display information about the entity’s marking technology:
-> In the navigation pane, expand the entity’s node and the Printing node, and click
Marker.
Editing the Entity’s Name, Location, and Contact Information
To edit descriptive information about the entity:
1. Inthe navigation pane, expand the entity’s node and click Components.

2. Inthe Device name, Device location, Current operator, and Service person boxes,
change the information as desired.

3. Click Apply.
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Displaying Hardware Component Information
To display information about memory and other hardware:
—> In the navigation pane, expand the entity’s node and click Components.

Displaying Network Interface Details
To display network interface details:

- In the navigation pane, expand the entity’s node and the Networking node, and click
Interface.

Information displayed includes the network topology, the entity’s physical address, and
the number of octets received and transmitted.
Displaying IP Information
To display IP information:
—> In the navigation pane, expand the entity’s node, the Networking node, and the
Protocol Diagnostics node, and click IP.
Displaying TCP Information
To display TCP information:
- In the navigation pane, expand the entity’s node, the Networking node, and the
Protocol Diagnostics node, and click TCP.
Displaying UDP Information
To display UDP information:
—> In the navigation pane, expand the entity’s node, the Networking node, and the
Protocol Diagnostics node, and click UDP.
Displaying ICMP Information
To display ICMP information:
—> In the navigation pane, expand the entity’s node, the Networking node, and the
Protocol Diagnostics node, and click ICMP.
Displaying SNMP Information
To display SNMP information:

—> In the navigation pane, expand the entity’s node, the Networking node, and the
Protocol Diagnostics node, and click SNMP.
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Running the Entity’s Host Utility
To use the entity’s embedded Web utility:
1. Inthe navigation pane, expand the entity’s node, and click Host Utility.
2. In the details pane, click LAUNCH.
Note: An error occurs in any of these cases:
» The specific device does not support this feature.
e The host utility is not properly installed and configured.

e The host’s IP address is not reachable from the MetaConsole client.

* The Network Address box does not contain a valid IP Address or host
name.
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